
MODULE 9.B 
SECURITY

EDAF35: OPERATING SYSTEMS



SECURITY
CONTENTS

• Basic Terminology 

• Threats and Attacks 

• Encryption, Authentication, Hashing 

• Cryptography in Computing 

• Countermeasures to Attacks

CHAPTER 15 
SECURITY

MATERIAL FOR SEVERAL 
WHOLE COURSES!



SECURITY
BASIC TERMINOLOGY

• system is secure — if resources are used and accessed as intended at all time 
(“protection”: internal problem, “security”: includes environment/external actors) 

• intruders/crackers 

• threat — potential security violation 

• attack — attempt to breach security 
(accidental or malicious) 

• types of violations

BREACH OF CONFIDENTIALITY 
BREACH OF INTEGRITY 

BREACH OF AVAILABILITY 
THEFT OF SERVICE 

DENIAL OF SERVICE

MASQUERADING 
REPLAY ATTACK 

MAN-IN-THE-MIDDLE 
SESSION HIGHJACKING

Methods



SECURITY IS ABOUT THE WHOLE SYSTEM

• Address all levels: 
- Physical 
- Human 
- OS/Applications (includes protection, logging, debugging) 
- Networking/Connectivity

https://xkcd.com/538/

STRENGTH IS DECIDED BY THE 
WEAKEST LINK

https://xkcd.com/538/


MANY TYPES OF MALWARE
PROGRAM THREATS

Trojan Horse

Trapdoor/Backdoor

Logic Bomb

#include <stdio.h> 

int main(int argc, char *argv[]) 

{ 

 char buffer[256]; 

 if (argc < 2) 

  return -1; 

 else { 

  strcpy(buffer, argv[1]); 
  return 0; 

 } 

}

Stack/Buffer overflow

overwrite with  
own code and data! 

(via buffer)

SEE ALSO 
RETURN-ORIENTED 
PROGRAMMING

Viruses



DOWNSIDE OF CONNECTIVITY
NETWORK THREATS

Port scanning 
(obtain information about  
the system; open services)

Worms 
(propagate across network  

via multiple exploits)
(Distributed) Denial of Service (DoS)



SECURITY
CRYPTOGRAPHY AS A TOOL

• use secrets (keys) to scramble messages

SYMMETRIC

SAME KEY

Distribute  
public key 
K5,91

ASYMMETRIC

PRIVATE

PUBLIC

AUTHENTICATION: 

E.G. TURN THESE AROUND! 
(SOURCE IS PROVEN)

HASHING: 

PRODUCE A (SHORT) 
MESSAGE DIGEST (UNIQUE) 

— SHA-1, MD5 —



COMPUTER SYSTEMS AND SECURITY

SECURITY 
(CRYPTOGRAPHY) 
NEEDED AT ALL 

LEVELS 
FOR NETWORKED 

SYSTEMS

+ USER AUTHENTICATION, INTRUSION 
DETECTION, AUDITING, ACCOUNTING, 

LOGGING, FIREWALLING, …

Trusted Computer System Evaluation Criteria



IF YOU WANT TO KNOW MORE
RELATED READING TOPICS

✦ (Secure) Multi-Party Computation 

• N parties compute a function together without sharing inputs 

• e.g. cross-referencing flight passenger manifests with suspect lists 

✦ Homomorphic Encryption 

• F(enc(A), enc(B)) = enc(F(A, B)) 

• e.g. querying encrypted databases 

✦ Safe, Narrow AI 

• Federated ML, anonymous, local training on private data  

• e.g. OpenMined.org

http://OpenMined.org


END OF MODULE 9.B


